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PRIVACY NOTICE AND PERSONAL DATA HANDLING



Introduction
Innova Law operates with data confidentiality and security central to what we do. We take all reasonable steps to protect the personal data that we collect about you and that you provide to us in the course of your dealings with us. Where appropriate reference is made to ‘we’, ‘our’ and ‘us’, this is referring to Innova Law. For visitors to our website, this Privacy Notice should be read in conjunction with our Cookie Policy.

In this document, we describe the personal data that we may collect about you, how and why it is processed by us, and the rights you have in relation to that data and our processing of it.
This Notice applies to the processing of your personal data. Without intending to be exhaustive, we may collect personal data if you are:
· a client (or the employee of a client)
· a service provider to us
· someone who is seeking or offering services
· a litigant involved in litigation where we represent our client or a counterparty to a transaction involving our client
· an employee or a recruitment applicant
· a visitor to our premises or our website
When we refer to “processing” of your personal data, this means anything we do with that data, whether or not by automated means, such as collection, recording, storage, alteration, use, disclosure, erasure, or destruction.

GDPR
The General Data Protection Regulation (GDPR) seeks to protect and enhance the rights of data subjects (living individuals). These rights cover the safeguarding of personal data, protection against the unlawful processing of personal data and the unrestricted movement of personal data within the EU.

The principles are: (a) Lawfulness, fairness and transparency (which is one of the purposes of this Notice), (b) Purpose limitation, (c) Data minimisation, (d) Accuracy, (e) Storage limitation and (f) Integrity and confidentiality.
Data Controller
Innova Law is the registered business name of Innova Law Limited, a company incorporated in the Isle of Man under the Companies Act 2006 (no. 021146v). 
Innova Law Limited is registered as a data controller with the Information Commissioner in the Isle of Man. 
A data controller is the person or entity that determines the purposes for which personal data is processed, and the way in which this is conducted.

Personal data
Personal data includes any information about you that may be used by us to identify you, directly or indirectly.

Personal data may include special categories of personal data consisting of information as to racial or ethnic origin, political opinions, religious beliefs, trade union membership, physical or mental health or conditions, sexual life, the commission or alleged commission of any offence, proceedings or the disposal of proceedings for any such offence or any sentence of a court for such proceedings. 
We only collect special categories of personal data in limited circumstances, for example if the information is relevant to the client services we are providing to you or you need to provide us with that information.

What different types of personal data might be held?
These could include contact details, financial and billing data, identity related data, details of services provided, marketing and communications preferences, and technical data relating to your online engagement with us.



How will we obtain your personal data?
Most of the data that we collect about you we will ask you to provide voluntarily. Some additional personal data about you may come from publicly available sources (e.g. statutory registers or accessible online sources) or from third party sources such as our clients, governmental or other authorities, regulators or others that provide services to us.

If you supply us with the personal data of individuals who are not aware of our role in processing their personal data, and with whom we will not have direct contact, you must ensure that the individuals have been provided with the relevant notices in relation to our services.

If you choose not to provide information to us, we may not be able to provide the services you have requested from us. If we have a legal requirement to collect personal data (for example, where required by anti-money laundering legislation), we will not provide services without it.

How we use your personal data
We will only use your personal data where we have a lawful basis for doing so. Most of the time we will rely on one of the following lawful bases:
· Legal obligation
· Performance of a contract (or to take steps at your request prior to entering into a contract)
· Your consent
· Our legitimate interests (or those of a third party, including our clients)



Sharing your information
We will only share personal data when we are legally permitted to do so. Most often this will occur:
- in progressing your instructions (e.g. with other law firms and their clients or the Courts/Tribunals), usually with your consent;
- when dealing with other professionals and service providers whose roles help keep Innova Law running (e.g. IT and software providers, auditors, insurers, bankers etc.).

Should we need to share your data with other parties, we will not allow the recipients to use your data for their own purposes, and will only permit them to use your data in accordance with our instructions.

We require that any recipient of your personal data complies with our data protection, confidentiality and security standards as well as with applicable laws and regulations.

Your personal data will not be transferred to a recipient outside of the European Union, the United Kingdom, or a country determined by the European Commission as providing an adequate level of protection for personal data unless you have instructed us to do so.

Data security and retention
The information we collect about you is stored under our control and with our selected archive and data backup service providers. We use appropriate technical and organisational measures to protect your personal data, including encryption, access controls, and staff training.

We will only retain your personal data for as long as is necessary, under relevant laws and regulations and applying our data retention procedures. In most cases, we retain client matter files and related personal data for at least six (6) years after the matter is closed, unless legal or regulatory requirements require a longer retention period.

Your rights in relation to your personal data
All data subjects have certain rights over their personal data. These include the rights to:
· Access your personal data
· Rectify inaccuracies
· Erase your data (‘right to be forgotten’)
· Restrict processing
· Data portability
· Object to processing
· Not be subject to automated decision-making (including profiling)
If you wish to exercise any of your rights or to complain, please email via the contact form on the website. We may request proof of your identity in order to protect your privacy and ensure that we do not disclose your personal data to anyone else. We aim to respond to all legitimate requests within one calendar month, however we may extend this if your request is particularly complex, or if you have submitted a number of requests.

We do not charge a fee for responding to a request to exercise one or more of your rights, however where a request is manifestly unfounded or excessive, in particular because of its repetitive character, we may charge a reasonable fee.

Unresolved Complaints
If you are not satisfied with our response to your complaint to us, you may complain to the Isle of Man Information Commissioner:
Email: ask@inforights.im
First Floor, Prospect House, Prospect Hill, Douglas, Isle of Man, IM1 1ET
Telephone: (+44) 1624 693260

As with our Complaints Policy, we would encourage you to raise any concerns you may have with us directly, so that we can try and resolve these for you.
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